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Quantum Information Science (QIS) represents an 
evolution in computing and data processing by 
integrating the principles of quantum mechanics with 
information science. Innovations in this field have the 
potential to revolutionize a wide range of industries 
by leveraging quantum physics for information 
storage, transmission, computing, or measurement. 
This technological progress is paralleled by 
substantial economic potential across a variety of 
sectors. At the same time, quantum technologies 
mark a paradigm shift in how organizations think 
about security as these technologies introduce both 
new cybersecurity threats and defensive capabilities.

Executive Summary

Quantum technologies have profound public policy implications that 
span national security, economic competitiveness, cybersecurity and 
data privacy. Accordingly, policymakers are paying close attention due 
to the disruptive potential offered by these technologies. Countries 
across the globe see leadership in quantum technologies as an engine 
for future economic growth and are racing to stake out positions in the 
emerging quantum enabled economy.

Gaining first mover advantage in quantum technologies – particularly 
quantum computing – can offer countries and private sector companies 
significant strategic benefits. However, these strategic advances come 
with risks, such as high research and development (R&D) costs, supply 
chain challenges, technology unpredictability and the challenge of 
building a skilled workforce.

ITI’s Quantum Technology Policy Guide is designed to equip policymak-
ers, industry partners, and other stakeholders with foundational knowl-
edge about the current state of quantum technologies, their potential 
and real-life impacts on global economies, and recommendations on 
how to nurture the pro-innovation ecosystem necessary for quantum 
technologies to thrive.
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With that in mind, the following globally  
applicable proposals should be considered:

Unleash Innovation and Investments in Quantum Technologies

Support the Development of a Resilient Quantum  
Technologies Supply Chain

Develop a Skilled Quantum Workforce 

Consider the Cybersecurity and Privacy Implications  
of Quantum Technologies

Adopt a Balanced Approach to Quantum Technologies Governance

Prioritize Global Engagement and Cooperation on  
Quantum Technologies

About ITI
As the premier technology trade association with a presence across the globe, 
ITI represents the full spectrum of technology companies, including those 
that are contributing to nearly every facet of developing and deploying quan-
tum technologies. Our members understand the complexities of this emerg-
ing field and can truly appreciate the potential and real-life impact that these 
technologies have on the economy.

ITI and our member companies have developed this Quantum Technology 
Policy Guide as a useful resource for policymakers, industry partners, and  
other stakeholders looking to both understand this subject matter and  
explain how governments and industry can work together to develop  
impactful quantum policies.
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The Guide is Divided into Five Sections:

Section I: Quantum Technologies 101 / Page 5

Quantum Technologies 101 provides an introductory overview of the  
quantum technology landscape. It defines key terms and delineates  
quantum computing, quantum sensing, and quantum communications.

Section II: Policy Implications of Quantum Technologies / Page 7 

Policy Implications of Quantum Technologies studies the application areas 
in which quantum technologies are poised to drive significant change. This 
analysis serves as the backdrop for a summary of global policy initiatives 
that seek to establish their respective countries at the forefront of quantum 
technology leadership.

Section III: Policy Principles / Page 10 

Policy Principles offers six actionable recommendations that support the 
design of a pro-innovation public policy. Governments should consider 
developing national strategies that harness academic and private sector 
innovations that focus on unlocking the benefits for stakeholders across 
society.

Section IV: Use Cases / Page 16 

Use Cases discusses a select number of real-life examples in which quantum 
technologies have already been deployed with measurable success.

Section V: Glossary / Page 19

Glossary provides an overview of key terms and concepts to inform the 
reader’s understanding of the science and technology underlying quantum.
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Quantum Technologies 101
Section I: 

Quantum Information Science 
(QIS) represents an evolution in 
computing and data processing 
by integrating the principles 
of quantum mechanics with 
information science. Quantum 
physics studies the unique 
ways in which (sub-)atomic 
particles behave. When applied 
to information science, these 
unique behaviors and patterns 
can be leveraged to unlock new 
information processing paradigms. 

Unlike classical bits that are strictly 0s and 
1s, quantum bits (qubits) harness quantum 
properties like superposition and entangle-
ment, enabling exponential leaps in compu-
tational power, ultra-secure communications, 
and unprecedented precision in sensing. There 
are a number of quantum mechanical systems 
that potentially could serve as qubits, so called 
qubit modalities. The term “quantum” itself 
refers to the discrete quantity of electromag-
netic energy proportional in magnitude to the 
frequency of the radiation it represents. 

The field of QIS encompasses a wide array of 
technologies with varying degrees of maturity. 
The National Quantum Initiative Act (NQI Act) 
in the U.S. defines the term quantum informa-
tion science as the “use of the laws of quan-
tum physics for the storage, transmission, 
manipulations, computing, or measurement of 
information.”  

Quantum Technology 
Classifications

•	 Quantum Computing: Quantum Computing  
is a type of computation that harnesses the collec-
tive properties of quantum states, such as superpo-
sition, interference and entanglement to perform 
calculations.1 Quantum computers have the bene-
fit of being able to solve exponentially complex 
problems in polynomial time, the so called “quan-
tum advantage.” This means quantum comput-
ers are particularly well-suited to solve “needle 
in a haystack” problems. As quantum comput-
ing matures further, private sector entities and 
researchers are developing new algorithms that 
will be run on quantum computers to leverage the 

“quantum advantage.”

•	 Quantum Sensing: Quantum properties can be 
used to significantly enhance sensing and measure-
ment techniques, enabling precision measurements 
beyond what is possible with classical physics alone.

•	 Quantum Communications: Quantum Commu-
nications refers to the use of quantum states to 
ensure true randomness in number selections, to 
communicate encryption keys to other parties and 
the use of quantum effects to encode a message.

Quantum technologies encompass practical 
applications of QIS manifested in a variety of 
technologies, products, and services. Quantum 
Technologies can be broadly classified into 
three classes: quantum computing, quantum 
sensing and quantum communications. 
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Post-Quantum  
Cryptography

Post-quantum cryptography (PQC), some-
times also referred to as quantum safe 
encryption or quantum safety, is a sepa-
rate discipline from QIS. PQC describes a 
set of algorithms and processes that aim 
to protect data against the risk of being 
decrypted by a quantum computer. This 
risk stems from a proven vulnerability 
in widely used public key encryption 
algorithms. Migrating vulnerable cryp-
tographic systems to PQC is a long-term 
journey that must navigate complex inter-
dependencies. While PQC is currently the 
preferred way to address quantum risk 
in the U.S., some countries are currently 
prioritizing other risk management solu-
tions rooted in quantum communications 
or a hybrid approach.

Quantum Technologies, High Performance Computing, and AI

The convergence of Quantum Computing, Artificial Intelligence (AI), and High-Performance 
Computing (HPC) is revolutionizing various domains, including scientific research, industrial 
applications, and commercial innovation. By combining the strengths of each field, we can 
accelerate scientific discoveries, optimize complex simulations, and prepare for future  
computational breakthroughs.

AI-Driven Scientific 
Discovery with  
Quantum Computing

Cloud-based platforms are emerg-
ing that integrate quantum comput-
ing, AI, and HPC to advance fields such 
as materials science and chemistry 
research. These platforms enable 
researchers to perform large-scale 
simulations and use AI to enhance the 
efficiency of scientific investigations. 
The key features of these platforms 
include:

•	 AI-assisted workflow automation

•	 Hybrid quantum-classical algo-
rithms for precise simulations

•	 Quantum-inspired optimization  
to improve problem-solving.

User Artificial Intelligence

Quantum Technologies

High Performance Computing

Cloud
Computing
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Policy Implications of  
Quantum Technologies

Section II: 

Quantum technologies have 
profound public policy 
implications, spanning issue 
sets including national security, 
economic competitiveness, 
cybersecurity and data privacy. 
Policymakers are paying close 
attention due to the disruptive 
potential offered by these 
technologies. 

Innovations in quantum technologies hold 
the promise of revolutionizing a wide range of 
industries by leveraging quantum physics for 
information storage, transmission, comput-
ing, or measurement. By leveraging conven-
tional computing and AI, companies have 
made significant advancements in applying 
the principles of quantum physics to areas like 
quantum computing, error correction, process 
optimization, information storage, and metrol-
ogy. As quantum computing matures further, 
researchers will be able to run new algorithms 
to solve “needle in a haystack” problems 
related to areas like cybersecurity, materi-
als science, drug development, and machine 
learning.

This technological progress is paralleled 
by substantial economic potential. Possi-
ble economic impacts span multiple sectors: 
quantum computers could accelerate drug 
discovery and material science by simulating 
molecular interactions faster than a classi-
cal computer, unlocking new pharmaceuticals 
and advanced materials.2 Quantum comput-

ers have demonstrated initial successes in 
optimizing complex systems in finance, logis-
tics and grid management. Quantum sens-
ing devices can improve medical imaging to 
navigation systems, impacting industries like 
healthcare, mining and transportation.2 

Because of the breadth of applications, quan-
tum computing alone is expected to generate 
$450 billion annually by 2035, while quan-
tum sensing and quantum communication are 
expected to generate $100-200 billion and 
$50-100 billion annually, respectively.3 

Annual Expected Capital 
Generation by 2035:

Quantum Computing:

$450 BN
Quantum Sensing:

$100-200 BN
Quantum Communication:

$50-100 BN
 
 
Source: Bogobowicz, Michael, et al. “Steady Progress 
in Approaching the Quantum Advantage.”McKinsey & 
Company, 24 Apr. 2024, https://www.mckinsey.com/
capabilities/mckinsey-digital/our-insights/steady-prog-
ress-in-approaching-the-quantum-advantage.”
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Recognizing this potential, countries view 
leadership in quantum technologies as an 
engine for future economic growth and are 
racing to stake out positions in the emerging 
quantum enabled economy. Several countries 
have taken a central role and are allocating 
substantial resources by initiating national 
strategies, dedicated funding programs and 
the formation of international partnerships. 
The high risk for private investors is further 
incentivizing governments to take a central 
role in nurturing quantum technology ecosys-
tems. As of December 2023, 24 countries 
have some form of national initiative or strat-
egy on quantum information sciences and 
global public investment is estimated to have 
reached $42 billion by 2024.4 Together, these 
efforts reflect a global recognition that lead-
ership in quantum technologies is a strategic 
imperative for national security and economic 
competitiveness. 

China has recognized the high stakes and 
accounts for a large portion of the $42 billion 
in global public investment. This substantial 
financial commitment underscores China’s 
determination to secure a leading role in the 
quantum technology race, highlighting the 
urgent need for other nations to ramp up their 
own investments to remain competitive and 
safeguard their national interests. If China 
becomes the first nation to achieve a fully 
functional quantum computer, the national 
security implications for other countries could 
be profound. Such a technological milestone 
would not only position China as a global 
leader in a cutting-edge technology but also 
afford it significant strategic advantages in 
various sectors, including defense, cybersecu-
rity, AI, and technological innovation. The abil-
ity to solve complex problems and optimize 
processes at unprecedented speeds could give 
China a substantial edge in fields like materials  

science, drug development, and machine 
learning, bringing China closer to realizing its 
economic and strategic aspirations. 

First mover advantage in quantum technologies 
– particularly quantum computing – can offer 
countries and private sector companies signifi-
cant strategic opportunity including technolog-
ical leadership, competitive edge and economic 
impact. However, these strategic advances also 
carry risks, such as high R&D costs, supply chain 
challenges, technology unpredictability and the 
challenge of building a skilled workforce. 

In an effort to help global 
policymakers to balance the 
benefits and risks offered by 
quantum technologies, we 
offer below in Section III policy 
principles on which industry, 
government, academia, and other 
stakeholders can collaborate.

24
Countries with some form of national 
initiative or strategy on quantum 
information sciences

$42 BN 
Global investment as of 2024
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Key Government Backed Quantum Initiatives

In the U.S., Congress enacted the National Quantum Initiative (NQI) Act in 2018, which directs the 
President to develop a 10-year plan to accelerate development in quantum information sciences and 
technologies and invest in funding federal R&D activities and a quantum ready workforce. The Act also 
provides guidance to NIST, NSF, and DOE to carry out research in quantum information science. The 
2022 CHIPS and Science Act authorizes the DOE to establish an Advanced Computing Program and the 
NSF to continue its Federal Cyber Scholarship-for-Service Program. In Aug. 2024 the Executive Office of 
the President tasked National Security Telecommunications Advisory Committee (NSTAC), an industry 
advisory body that provides the President with advice on the Information & Communications Technol-
ogy (ICT) ecosystem with respect to national security, cyber, and emergency preparedness, with assess-
ing national preparedness for the post-quantum era via a new study

Australia’s Department of 
Industry, Science and Resources 
launched the Critical Technolo-
gies Challenge Program in 2023 
to boost awareness and adop-
tion of quantum technologies 
by connecting stakeholders to 
promote R&D.

The European Quantum Technol-
ogies Flagship aims to strengthen 
and expand European scientific 
leadership in R&D and to transi-
tion quantum physics from the 
lab to market. 

The UK’s National Quantum 
Technologies Programme has 
been in operation since 2014 
and is a collaboration between 
industry, academia and govern-
ment aimed at converting quan-
tum sciences into new products 
and services.

Japan’s Ministry of  
Education, Culture, Sports, 
Science and Technology’s 
Quantum Leap Flagship 
Programme focuses on  
R&D on quantum simulation, 
computing and sensing.

India launched the  
National Quantum Mission  
in 2023, which aims to  
seed, nurture, and scale  
up scientific and industrial 
R&D and create a vibrant  
and innovative ecosystem  
in quantum technologies.

China has made quantum 
technology a pillar of its 
national strategy and is invest-
ing heavily in labs and leading 
the world in quantum patent 
filings. 

https://www.cisa.gov/sites/default/files/2024-11/2024.11.07_NSTACFactSheet_508c.pdf
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Policy Principles
Section III: 

Unleash Innovation and Investment 
in Quantum Technologies

As we highlight above, quantum technologies 
promote innovation and present enormous 
economic potential. Innovation and invest-
ment in quantum technologies will be critical 
in facilitating the development, deployment 
and uptake of quantum technologies. While 
many governments have already recognized 
the strategic benefits of investing in quantum 
technologies, they should consider develop-
ing national strategies that harness academic 
and private sector innovations that focus on 
unlocking the benefits for stakeholders across 
society. 

Develop and support policies that  
incentivize private and public sector 
investments in quantum technologies 
focused R&D

We encourage robust government support to 
promote R&D to foster innovation in quantum 
technologies through incentives, increased 
funding and support for foundational sciences 
around quantum technologies, and programs 
that focus on commercial uses. Governments 
remain the primary source of funding for 

1 4

2 5

3 6

long-term high risk/high rewards projects 
in quantum technologies. We recognize that 
governments have launched programs that 
primarily support basic research in quantum 
technologies. Governments should continue 
to work with key stakeholders to refine their 
programs that focus on innovation, commer-
cialization, and workforce development. Effec-
tive collaboration can be achieved through 
long term partnerships with the private sector 
and academia. A good example of this type of 
partnership is the Quantum Economic Devel-
opment Consortium (QED-C) in the U.S. QED-C 
is a collaborative public-private partnership 
that brings together government, agencies, 
industry leaders and economic experts to 
accelerate the development and commercial-
ization of quantum technologies. By pool-
ing resources and expertise, QED-C aims to 
foster innovation, set industry standards, and 
advanced workforce development initiatives 
in the quantum technologies sector.

Governments should also consider invest-
ments that are targeted towards specific 
results such as quantum technology test-
beds which can help bridge the gap between 
academic research and physical resources 
like hardware. In partnership with the private 

Unleash Innovation and Investment  
in Quantum Technologies

Support the Development of a Resilient 
Quantum Technologies Supply Chain

Consider the Cybersecurity and Privacy 
Implications of Quantum Technologies

Develop a Skilled Quantum 
Workforce

Adopt a Balanced Approach to 
Quantum Technologies Governance

Prioritize Global Engagement  
and Cooperation

1
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sector and academia, governments should also 
invest in quantum focused technology centers 
and support grand challenges to solve specific 
technological challenges.

Support and promote policies that 
integrate quantum technologies and 
conventional computing, including 
exascale, HPC and supercomputing

Hybrid systems can leverage the strengths of 
both classical and quantum computing. While 
classical systems excel in large data process-
ing, quantum computing has the potential to 
solve certain complex problems in polynomial 
time. Hybrid systems allow for the design of 
more efficient workflows, in which conven-
tional compute solutions focus on things like 
the pre- and post-processing of data, whereas 
limited quantum computing resources are 
reserved for those problems that offer the 

quantum advantage. Accordingly, govern-
ment policies that promote hybrid systems 
can support economic growth by spurring new 
industries and applications. 

Support policies to build sustainable  
data centers for quantum innovation

To help support the advancement of quantum 
technologies, policymakers should prioritize 
the development of energy-efficient, resilient 
data center infrastructure. Quantum computing 
requires extremely low temperatures to func-
tion. Hybrid quantum workflows are also essen-
tial for building infrastructure. Investments in 
energy efficient powered data centers, AI-op-
timized energy management, and advanced 
cooling methods will ensure that quantum 
computing evolves in an environmentally 
responsible and commercially viable manner. 

Support the Development  
of a Resilient Quantum  
Technologies Supply Chain

Support policies that promote  
– not hinder – a resilient quantum  
technology supply chain 

Resilient supply chains are not only a business 
imperative for customers and companies, but 
critical for national security. Many founda-
tional technologies such as semiconductors 
are part of complex supply chains built over 
decades across multiple countries. The quan-
tum technology supply chain is no different – 
it is also global, highly specialized and critical 
for national and economic security.

Quantum technologies depend on a reliable 
pipeline of components, procured and sourced 
from all over the world. For example, rare 
earths are primarily mined in China; quantum 

photonic chipsets are designed in the U.S; 
specialty fiber optic cables are manufactured 
in Germany; dilution refrigerators are made  
in Finland; and advanced semiconductors  
are manufactured in Taiwan.

The successful development and deploy-
ment of quantum technologies will hinge on 
the ability to procure and produce necessary 
components, amongst other factors. As quan-
tum technology grows, governments can help 
mitigate risks by identifying supply chain gaps, 
expanding quantum technology fabrication 
facilities and enhancing existing semiconduc-
tor fabs to develop quantum focused chips. 
Governments can follow existing playbooks 
and frameworks (e.g., NIST Cybersecurity 
Supply Chain Risk Management Practices  
for Systems and Organizations) to manage 
risks while incorporating approaches that  
are unique to the quantum technology  
supply chain.

2
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Consider the Cybersecurity  
and Privacy Implications of 
Quantum Technologies

Post-quantum cryptography (PQC), also 
known as quantum-safe encryption, is a 
critical field dedicated to developing algo-
rithms and processes that protect data from 
being decrypted by quantum computers. The 
urgency of PQC arises from the vulnerability 
of widely used public key encryption algo-
rithms, such as RSA, which quantum comput-
ers can decrypt in a practical amount of time. 
In contrast, classical computers would require 
millions or even billions of years to factor the 
large prime numbers that underpin these 
legacy encryption methods. Threats posed by 
powerful quantum computers necessitate the 
development of quantum-resistant algorithms 
and a reevaluation of current security proto-
cols to ensure long-term data security.

Leverage existing quantum-safe  
solutions, especially PQC

Quantum technologies introduce both new 
cybersecurity threats and defensive capa-
bilities. A sufficiently advanced quantum 
computer could decrypt widely adopted 
public key encryption algorithms, posing a 
significant threat to data security. Addition-
ally, adversaries might harvest encrypted data 
now to decrypt it later when powerful quan-
tum computers are deployed. To address these 
risks, the U.S. National Institute of Standards 
and Technology (NIST) has led the develop-
ment of PQC algorithms. These algorithms 
aim to secure data against quantum-enabled 
attacks and enhance threat detection by iden-
tifying patterns in vast datasets more effi-
ciently. It is worth noting, however, that these 
newly developed PQC algorithms are not prov-
ably secure, which means that organizations 
must make strategic decisions about how to 
handle any residual risks.

Support the development of provably 
secure solutions rooted in quantum 
communications

On the other hand, quantum communica-
tion technologies, such as quantum random 
number generators (QRNGs) and quantum 
key distribution (QKD), offer the potential 
for unbreakable encryption by leveraging 
the laws of physics to detect eavesdropping. 
However, these technologies are not yet avail-
able for deployment at scale and implement-
ing these technologies will require new and 
specialized equipment.

Integrate quantum-safe strategies  
into a hybrid approach based on  
risk tolerance

Governments should develop nimble poli-
cies that can adapt to shifts in the cyber threat 
landscape. Migrating vulnerable cryptographic 
systems to PQC is a long-term journey that 
must navigate complex interdependencies. 
While PQC is currently the preferred way 
to address quantum risk in the U.S., many 
countries are currently prioritizing other 
risk management solutions rooted in quan-
tum communications or a hybrid approach. 
Governments will need to make informed 
decisions about how best to secure their 
networks based on their threat tolerance and 
other factors. 

Successful cybersecurity and privacy policies 
for the quantum age should encourage public 
and private sector stakeholders to incorporate 
the threat of quantum technologies into threat 
modeling, incident response, and informa-
tion security risk management. Collaboration 
with key stakeholders is crucial for planning 
and implementing the transition to new cryp-
tographic standards. Proactively addressing 
these concerns is vital for maintaining the 
integrity and confidentiality of digital commu-
nications in the quantum era.

3
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Develop a Skilled  
Quantum Workforce

Support policies that will help  
to develop a skilled quantum  
technologies workforce

Governments should support policies that 
develop a skilled and equipped quantum 
workforce. The quantum technology ecosys-
tem requires a workforce with a diverse set of 
skills with varying levels of proficiency. Core 
quantum information sciences such as quan-
tum theory, quantum information security and 
quantum hardware often require high skilled 
expertise (master’s degrees to PhDs), which 
governments can support by funding founda-
tional research and development programs. 
At the same time, the broader quantum tech-
nology ecosystem requires a range of skills, 

including for engineers, technicians, applica-
tions researchers, and theoretical physicists. 
To help grow a workforce with these skillsets, 
governments should continue to pursue poli-
cies that advance education and training in 
STEM fields in K-12 and beyond. 

Undertake studies to understand  
quantum workforce needs

Since most quantum technologies are in the 
early stages of development and remain 
contingent on continued technological break-
throughs, governments should undertake 
studies to get a more complete understand-
ing of workforce needs. The private sector and 
universities can partner with governments to 
gain a better understanding of the education 
and training landscape to promote a quantum 
technology ready workforce.

4

Adopt a Balanced Approach to 
Quantum Technologies Governance

We recommend that when governments 
consider regulating quantum technologies, 
they do so in a way that balances mitigating 
and preventing specific harms while allow-
ing for innovation. Quantum technologies are 
not a monolith and comprise different fields 
including computing, sensing and communica-
tions. Each field presents unique benefits and 
risks. Below we offer three recommendations 
comprising a balanced approach to quantum 
regulation and governance:

Adopt a risk-based, context-specific 
approach to governing quantum  
technologies

Risks related to quantum technologies need 
to be identified and mitigated in the context 
of the specific quantum technology use. 
Quantum sensing may pose different risks 
compared to quantum computing and  

policymakers must understand that distinction 
before imposing prescriptive approaches that 
may stifle innovation. For example, quantum 
sensing devices can detect electromagnetic, 
acoustic and gravitational signals with greater 
precision which could enable monitoring of 
activities by seeing through materials. A risk 
based, context-specific approach will be the 
most effective means of addressing concerns 
that may be associated with certain uses of 
quantum technologies as this approach can 
best identify specific risks while allowing for 
innovation. 

We recommend policymakers consult indus-
try and other stakeholders to identify high-risk 
use cases of quantum technologies. Similar to 
ITI’s position on high risk in the context of AI 
technologies, we consider quantum technol-
ogy use as high risk when a negative outcome 
could have a significant impact on an individ-
ual or group’s health, safety, freedom or other 
fundamental human rights. 

5
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As use cases, benefits and risks of quantum 
technologies continue to emerge, policymak-
ers should consider the OECD’s Framework for 
Anticipatory Governance of Emerging Tech-
nologies5 to inform and mitigate risks and 
promote innovation of quantum technologies. 

Evaluate existing laws and regulations 
to determine whether new rules are 
required for quantum technologies

Quantum properties and principles have 
applications across various technologies and 
sectors, and stakeholders should evaluate 
use and impact based on specific applications. 
Governments should evaluate whether exist-
ing laws under consumer protection, cyber-
security and privacy/data protection address 
possible concerns. Quantum-specific laws 
run the risk of being overbroad and possi-

bly disproportionate to addressing identified 
risks. Government should work with indus-
try, academia and other stakeholders to focus 
potential rules and regulations to address 
clear harms arising from specific uses cases of 
quantum technologies. Prior to drafting legis-
lation or regulations, policymakers should 
consider supporting industry development of, 
adopting, and promoting international stan-
dards which can inform the advancement of 
effective laws and regulations.

Align around common definitions  
and scope for quantum technologies

Government should strive to work towards 
common and consensus definitions on techni-
cal terms surrounding quantum technologies. 
We compile a set of definitions in the Glossary 
for your reference.

Prioritize Global Engagement  
and Cooperation

Countries around the world are considering  
developing and deploying quantum technolo-
gies. Collaboration and cooperation are key  
to ensuring approaches are interoperable  
and aligned to the greatest extent possible. 
We recommend governments consider the 
following:

Recognize the need for global  
cooperation and coordination

Recent trends in international science and 
technology collaboration showcase the 
balance between maintaining strategic 
autonomy and fostering global cooperation. 
National governments have been investing in 
quantum sciences for many years now, driven 
in large part by the potential digital security 
risks and military applications. While industry 

recognizes the security imperatives of coun-
tries to add safeguards for quantum and other 
critical and emerging technologies, realizing 
beneficial uses and mitigating risks is a collab-
orative process which is global and interde-
pendent by nature. Coordinating funding 
initiatives across countries can help reduce 
duplication of R&D activities and help acceler-
ate necessary breakthroughs. 

International collaboration in quantum 
science and technology is important for both 
innovation and risk mitigation. A structured 
framework for cooperation amongst like-
minded countries should emphasize joint soft-
ware development to ensure interoperability. 
Such an initiative would not only advance 
quantum application across countries but 
would also enhance workforce development 
by facilitating knowledge exchange and stan-
dardizing best practices. 

6
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Groups such as the World Economic Forum 
(WEF) Quantum Economy Network, the Quan-
tum Development Group, and the Multilateral 
Dialogue on Quantum can play an important 
function in coordinating the works of poli-
cymakers, technical experts, academia and 
industry. The OECD can also play a signifi-
cant role of convener by producing reports on 
quantum technologies through their Global 
Forum on Technology and Digital Policy 
Committee.6

Support global, voluntary,  
harmonized standards 

Standards play an important role in improv-
ing the trust of quantum technologies and 
promoting harmonization. They can inform 
potential regulations, provide guidance on 
governance, and support technical require-
ments. Governments should work towards 
supporting global, voluntary, industry led stan-
dards and safeguard the work and processes of 
international standards development bodies.

Recognizing the need to have a coordinated 
standards approach for quantum technologies, 
the International Electrotechnical Commis-
sion (IEC) and the International Organization 
for Standardization (ISO) announced in Janu-
ary 2024 the establishment of a joint commit-
tee on quantum technologies (ISO/IEC JTC 3, 
Quantum Technologies)7. The scope of this ISO/
IEC joint technical committee is to develop 
standards in quantum computing, quantum 
simulation, quantum sources, quantum metrol-
ogy, quantum detectors, and quantum commu-
nications.

Develop policies that collectively 
advance national security, economic 
security and quantum competitiveness 

Export controls, technology transfer guide-
lines, investment screening, and other 
economic security measures represent crit-
ical policy tools for managing the dual use 
nature of quantum technologies. Govern-
ments should support policies that strike a 
delicate balance between domestic inno-
vation and safeguarding sensitive techno-
logical capabilities with potential military 
applications. In order to balance innovation 
and security, governments should consider 
adopting policies that allow for collaborations 
among trusted allies and institutions with 
robust security measures, rather than impos-
ing blanket restrictions that hamper scientific 
progress. Policymakers and regulators should 
also establish a transparent and predictable 
licensing process for quantum technologies 
that may be subject to export controls. For 
more information regarding economic secu-
rity measures impacting quantum and other 
emerging technologies, please see ITI’s Policy 
Recommendations for U.S. Economic Security.8

https://www.itic.org/documents/general/ITI_Economic-Security-Recommendations_022425FINAL.pdf
https://www.itic.org/documents/general/ITI_Economic-Security-Recommendations_022425FINAL.pdf
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Quantum Technology Use Cases

While still at varying stages of maturity, quantum technologies are already in daily use. Quan-
tum technology capabilities continuously meet milestones and some have produced initial 
commercial success stories while others still lack maturity for large scale commercial applica-
tions. Companies leverage quantum physics for information storage, transmission, computing, or 
measurement. By leveraging conventional computing and AI, companies have made significant 
advancements in applying the principles of quantum physics to areas like quantum computing, 
error correction, process optimization, information storage, and metrology.

Section IV: 

Drug Discovery9 

Quantum computers have been deployed towards healthcare 
research with an aim to help accelerate biomedical discoveries. 
Quantum computing, AI, and hybrid cloud technologies are also 
being leveraged to expedite biomedical research. These initiatives 
include the development of quantum computing pipelines for drug 
screening and optimization, the enhancement of quantum-assisted 
prediction models for cardiovascular risk, and the application of AI 
to analyze genome sequencing data and drug-target databases to 
identify potential treatments for diseases like Alzheimer’s.

Materials Sciences10  

Commercial aircraft are built using advanced ply composites, 
which are lightweight, strong, and fuel-efficient. However, design-
ing aircraft components with these materials is highly complex, as 
each component consists of thousands of layered plies, each with 
a specific orientation to maximize strength. Determining the opti-
mal arrangement can involve managing up to 100,000 variables 

– too many for classical computers to solve all at once. Engineers 
currently break the problem into smaller pieces, solving each sepa-
rately before integrating them, a process that ensures safety but 
adds time and cost.

Quantum computing offers a potential breakthrough for this chal-
lenge. While current quantum systems are not yet powerful enough 
to optimize an entire aircraft component, as quantum hardware 
advances, it could enable engineers to solve large-scale optimiza-
tion problems more efficiently, leading to faster, safer, and more 
cost-effective aircraft design.
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Improving Government Efficiency11

Quantum computing has the potential to improve government oper-
ations by solving complex problems that classical computers often 
struggle with. Many government functions – such as traffic manage-
ment, supply chain logistics, and resource allocation – require 
analyzing vast amounts of data and optimizing multiple variables 
simultaneously. Quantum computers have the potential to process 
these complex calculations exponentially faster than traditional 
systems, enabling governments to develop more efficient urban 
planning, optimize energy grids, and enhance cybersecurity proto-
cols. Quantum innovations in these areas could lead to smarter 
infrastructure, reduced costs, and improved public services.

Post-quantum Cryptography 

Companies across sectors have begun deploying PQC algorithms to 
modernize cryptographic systems and to protect critical information 
and communication systems. To prepare and adapt cryptographic 
methods, organizations need to survey, inventory, and re-evaluate 
current security protocols. Proactively addressing concerns is crucial 
for maintaining the integrity and confidentiality of digital communi-
cations in the quantum era. Financial organizations are migrating to 
PQC to secure essential processes such as payments, digital inter-
actions with customers, and communications with market infra-
structure. Organizations have also successfully secured multi-orbit 
communications using PQC where they delivered crypto-agile quan-
tum-resilient channels from earth to a low earth orbit (LEO) satellite 
to a geosynchronous orbit (GEO) satellite and back down to earth. 
This approach can build redundancy in the event of breach, failure or 
threat to satellites in a single orbit.



 www.itic.orgPromoting Innovation Worldwide 18

Synergistic Potential of Quantum Computing,  
High Performance Computing and AI in  
Catalysis Research

Recent efforts have demonstrated the synergistic potential of AI, 
HPC, and quantum computing in analyzing catalytic reactions.  
By leveraging logical qubits to enhance quantum simulations and 
conducting large-scale density functional theory (DFT) calculations, 
researchers can model chemical interactions with greater precision. 
Key findings include:

 
This research highlights the promise of AI-driven quantum  
chemistry to uncover new materials and reaction pathways that 
were previously beyond the reach of classical methods alone.

Mapping thousands of molecular 
configurations for reaction networks

Successful implementation of hybrid 
quantum-classical workflows

Potential applications in drug  
development and industrial catalysis
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Glossary
Section V: 

Classical Computers: A classical computer 
is a device that processes information using 
classical physics principles, employing bits as 
the fundamental unit of data, where each bit 
represents a state of either 0 or 1.  

Entanglement: Entanglement occurs 
when two quantum objects are so strongly 
correlated that they are described by the same 
wavefunction. Superposition states of multi-
ple quantum objects, such as pairs of electrons 
or photons, are entangled if they cannot be 
separated into two individual wavefunctions.12 

DiVincenzo Criteria: Refers to a set of five 
minimum requirements that a qubit tech-
nology must have in order to be considered 
a viable candidate for quantum computing. 
Criteria include scalability, ability to initialize 
a qubit state, qubit coherence times, universal 
gate set, and qubit measurement.

High Performance Computers:  
High-performance computers (HPCs) are 
advanced computing systems designed to 
perform complex calculations at extremely 
high speeds. They are used for tasks that 
require substantial computational power, such 
as scientific simulations, weather forecast-
ing, molecular modeling, and large-scale data 
analysis. HPCs typically consist of multiple 
processors working in parallel, high-speed 
interconnects, and large amounts of memory 
and storage to handle intensive workloads 
efficiently.

Quantum Computing: Quantum Comput-
ing harnesses the quantum behavior of atoms, 
molecules and nano electronic circuits for a 
radically different and more fundamentally 
powerful way of computing.13 

Quantum Communications: Quantum 
communications is the exchange of certain 
information between two or more systems 
that cannot be operationally accomplished 
with classical information exchange.14 

Quantum Interference: Interference 
happens when two or more waves meet.  
Their highs and lows can build on one another, 
(constructive interference) or cancel each 
other out (destructive interference).15 

Quantum Information Science (QIS):  
QIS refers to the application of quantum phys-
ics principles for the storage, transmission, 
manipulation, computing or measurement of 
information.16 

Quantum Key Distribution (QKD):  
QKD refers to a family of protocols that  
generate secret keys for two or more parties  
in a secure way. Theoretically, security of the 
key distribution is guaranteed by the laws of 
quantum mechanics.17 
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Quantum Parallelism: Quantum Paral-
lelism is a fundamental concept in quantum 
computing that harnesses the principles of 
quantum superposition and entanglement 
to execute multiple computations simulta-
neously, thereby exponentially increasing 
computational power.18 

Quantum Random Number Generator 
(QRNG): A QRNG is a technology that uses 
the principles of quantum mechanics to gener-
ate truly random numbers, which are essential 
for creating secure cryptographic keys. Unlike 
traditional random number generators, QRNGs 
harness quantum phenomena to ensure that 
the random numbers produced are entirely 
unpredictable.

Quantum Sensing: Quantum sensing lever-
ages principles of quantum mechanics, such 
as superposition and entanglement to achieve 
highly sensitive and precise measurements of 
physical quantities.19 

Quantum Superposition: Quantum super-
position describes a single quantum state that 
has characteristics of 0 and 1 at the same time. 
Contrary to classical computers, quantum 
computers are no longer bound to binary logic. 
Superposition states are commonly visualized 
using the Bloch sphere – state of a quantum 
system before measurement to learn about 
the outcome of an experiment. Superposition 
allows quantum computers to compute with 
quantum probabilities.

Qubits: A qubit, or a quantum bit, is any bit 
made out of a quantum system, like an elec-
tron or photon. Just like classical bits, a quan-
tum bit must have two distinct states: one 
representing “0” and one representing “1”. 
Unlike a classical bit, a quantum bit can also 
exist in superposition states, be subjected 
to incompatible measurements, and even be 
entangled with other quantum bits.20  

Qubit Modalities: There are several  
quantum mechanical two-level systems that 
potentially could serve as qubits. Each system 
has its own unique characteristics and compa-
nies prefer different modalities for their  
individual purposes. Some of the best-known 
types of qubit modalities include supercon-
ducting qubits, trapped ion qubits, quantum 
dot qubits, topological qubits, diamond  
nitrogen-vacancy center qubits, nuclear 
magnetic resonance qubits, photonic qubits, 
and neutral atom qubits.

Uncertainty: Uncertainty tells us that pairs 
of properties (such as position and momen-
tum) cannot both be known at the same time 
beyond an arbitrary level of precision. The 
act of measurement inherently changes the 
properties of a particle. Consequently, results 
can only be probabilistic expressions of likeli-
hood. For example, we can only know where a 
particle is or where it is moving, but not both. 
Measuring the position of a particle changes 
its momentum and vice versa. 
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